Dude, where is #mydata?
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Consumer Bill of Rights

The right to

1. Safety

2. Beinformed

3. Choose

4. Be heard

Since added the right to:

5. Satisfaction of basic needs
6. Redress

7. Consumer education

8. A healthy environment
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We eventried to read the terms!
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1. Help meunderstandthe rules
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“[...] you agree to follow and be
boundbythe Terms, which may be
updated by Stravafrom timeto
time without notice to you.”

— Strava Terms of Service




2. Don’t change the rules behind my back




By posting Content as part of the Service, you

automatically grant to the Company, its affiliates,

licensees and successors, an irrevocable, perpetual,
non-exclusive, transferable, sub-licensable, fully paid-up,
worldwide right and license to (i) use, copy, store, perform,
display, reproduce, record, play, adapt, modify and distribute
the Content, (ii) prepare derivative works of the Content or
incorporate the Content into other works, and (iii) grant
and authorize sublicenses of the foregoing in any media
now known or hereafter created.

- Tinder Terms of Use
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3. Give me real choices
4. Don’t snoop
5. Don’t take liberties with my stuff
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B = TORTUNE

Tinder Is in Trouble Over Its
"Unfair' User Terms

by David Meyer MARCH 3, 2016, 11:43 AM EDT

Norwegian consumer authority makes formal Tinder's Sean Rad.
. S AN
complaint. °
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“Happn commits never to share your
details with any other member or
with any third party. Your e-mail
address and your real identity are
strictly confidential and will never

be disclosed by Happn. ”
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Time: 11:48 min Requests 0

#mydata ‘l-



Time: 11:48 min Requests 660
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ars technica

MAIN MENU MY STORIES: FORUMS JOBS
Ars Technica has arrived in Europe. Check it out!

LAW & DISORDER / CIVILIZATION & DISCONTENT

RunKeeper acknowledges location data leak
to ad service, pushes updates

CEO: "We take our responsibility for the privacy of user data very seriously.”

by Cyrus Farivar - May 18, 2016 12:23am CEST

3 shore | W Tweet |9 Emai | 24 |
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6. Don’t over-share
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i fitbit carmin. /NN JAWBONE
| can export my fitness- and . ’ . .

health data (data portability)

| can upload data from ’ & : ' ‘

another service

* Lets users upload their data, but in a different file format than the other services
export data to.
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7. Let me move my stuff
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“If you violate these Terms, we reserve
the right to deactivate your account or
terminate these Terms at our sole
discretion, at any time and without
notice or liability to you”

Fitbit Terms of Service

fitbit

n 1,2 xgtogo

i 14 212 steps

o 11,82 km

4 78 active minutes

’rrrr 24 floors

‘ 6 hr 2 min
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8. Don’t evict me or my stuff for no reason
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«There is no way to delete
a myGarmin or Garmin
Connect account.»

— Garmin FAQ
i fitbit carmin. /NN JAWBONE
My data are deleted after a set
period of inactivity ‘ ‘ ‘ ‘
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9. Let goof me
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THE INTERNET OF HACKABLE THINGS

Internet of Things Teddy Bear
Leaked 2 Million Parent and Kids
Message Recordings

LORENZO FRANCESCHI-BICCHIERAI
Feb 27 2017, 10:00pm

A company that sells “smart” teddy bears leaked
800,000 user account credentials—and then hackers
locked it and held it for ransom.
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10. Don’t forget to lock the door
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Help me understand the rules

Don’t change the rules behind my back
Give me real choices

Don’t snoop

Don’t take liberties with my stuff

Don’t over-share

Let me move my stuff

Don’t evict me or my stuff for no reason
Let go of me

10. Don’t forget to lock the door

1.
2.
3.
4,
5.
6.
7.
8.
9.
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